NHP®OPMALIMOHHAS ITAMATKA
JJIS OBYYAIOIIUXCA 51 PASMEIIIEHUSA
HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOAEKU B MHTEPHETE CTAHOBUTHCSA OOJIBLIE, a IIKOJIbHUKU OJHU U3
caMbIX AaKTHBHBIX IOJb30Baresiell PyHera. Mexay TeM, NMOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET M MpoOJeMbl. DTa maMsTKa JODKHA IIOMO4Yb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SBISETCS CIHOCOOHOCTh K PasMHOXKEHHIO. B jomoiHeHune K 3TOMY,
BUPYCbl MOTYT IOBpPEAMTb MJM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl UM JaHHBIE,
MOJIKOHTPOJIbHBIE [10JIB30BATENI0, OT UMEHHM KOTOPOro Obliia 3allylleHa 3apa)KeHHasi IporpaMma,
a TaKXe MOBPEeIUTh WM JIa)KE€ YHHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl YEpE3 UHTEPHET.

MeToapl 3alIUTHL OT BPCOAOHOCHBIX ITpOTIpaMM:

1. Hcnonb3yli COBpEMEHHBIE OIEpallMOHHBIE CHUCTEMbl, UMEIOLINE CEPbE3HbI YPOBEHD
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TloctossHHO ycTaHaBiMBai madtd (IUQPOBBIC 3aIUIATKH, KOTOPHIC ABTOMATHUECKU
YCTQHABJIIMBAIOTCS C IEIbI0  JOpabOTKH MpOrpaMMbl) M JIPYrHEe OOHOBJICHUS CBOCHU
orepanmoHHo# cucrembl. CkaunBail X TOIBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATUUYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraif Ha cBOeM KOMIIBIOTEpE IO NPaBaMHU ITOJH30BATEIs, a HE aJMHHUCTPATOpA.
OTO HE TMO3BOJMUT OOJBUIMHCTBY BPEIOHOCHBIX NPOTPaMM HHCTAIMPOBAThCS Ha TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IIPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NUYECKUIM TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yli BHEIIHWE HOCUTENU MH(GOpMaLWHU, Takue Kak (remika, AMCK WK Qailn us3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpPHBIE (DaliiIbl, TOTyUYEHHBIE U3 HEHAJIEKHBIX UICTOYHHUKOB. [{axe
Te (ailsibl, KOTOPbIE MPUCIIAT TBOW 3HAKOMBIN. Jlyullle yToUHM y HETo, OTIPaBJIsUI JIM OH TeOe ux.

Ceru WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Huzaepmanjickas koMmmnaHus 3apeructpupoBasa O6penn "WECA", uto o6o3Hauasno
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBoIHast TOYHOCTH".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BhICIICH 3BykoBoM TexHuku Hi-Fi, uTo B mepeBoie o3HauaeT "BrICOKAst TOUHOCTH'".

Ja, OecrulaTHBI HMHTEPHET-IOCTYH B Kade, OTeNsX M a’pornoprax SBISIETCS OTINYHOM
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 001ienocTynubie Wi-



Fi cetu He saBIsIOTCS O€30MMACHBIMU.
CoBeTsl 110 6€301macHOCTH paboTHI B 00 0CTYTHBIX ceTsx Wi-fi:

1. He mepemaBaii cBoro nuuHyr0 WHpopManuio uepe3 obmemoctynubie Wi-Fi cern.
PaGoras B HUX, XCJIATCJIIbHO HC BBOAUTL MAapOJiK JOCTYIIA, JIOTHUHBI U KAKHC-TO HOMEPA,

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl M OpaHaMayep. Tem caMbIM ThbI
oOe3omacuiib cedsi OT 3aKaYyKH BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBannmu Wi-Fi ortkmioun ¢yskmuro "OOmmii goctyn Kk daitmam u
npuntepam". JlanHas (yHKOUS 3aKpbiTa MO0 YMOJYAHHIO, OAHAKO HEKOTOPHIE ITOJIH30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe miu yueoe;

4. He ucnonp3yit nyomuunsii WI-FI qist mepemaun TWYHBIX J@HHBIX, HApUMeEp IS
BBIXO/Ia B COIMAJIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

5. Ucnonw3yit Tonpko 3ammiieHHoe coenuHenue yepe3 HTTPS, a e HTTP, t.e. npu
Habope BeO-aapeca BBoaM MMeHHO "https:/";

6. B MobunsHoM Tenedone otkimoun ¢pynkuuio "llogkmouenue k Wi-Fi aBTomatuyecku'.
He nomyckait aBToOMaTn4eckoro MmoAKIIoueHHs ycTpoicTa K ceTsim Wi-Fi 6e3 TBoero cormiacusi.

CoumnajnHble ceTH

CouuanbHble CETU aKTUBHO BXOJAT B HAIlY KU3Hb, MHOTHE JIIOJIM pa0OTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MILULIHAp] YEJIOBEK, UTO SIBJISETCS OIHOM
CeIbMOM BCEX JKUTENEH TUTaHeThl. MHOTrue TOJIb30BaTeIM HE MOHUMAIOT, YTO WHMOpMAaIus,
pa3MeIleHHass UMU B COIHMANIbHBIX CETSIX, MOXKET ObITh Hali/leHa U MCIOJIh30BaHa KEM yroJIHO, B
TOM YHCJIe HE 00s3aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuup crnucok apy3eid. Y Tebs B Jpy3bsiX HE JOJDKHO OBITh CIIydallHBIX H
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBo 4acTHYO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JMYHYIO WHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBECTHU KAHUKYJIbI;

3. 3ammmail cBOIO peryTanuio - JAepKU €€ B YUCTOTE M 3a/iaBail cebe BOIpOC: XOTeln Obl
ThI, YTOOBI IPYrHe MOJIb30BATENN BUAEIH, UTO ThI 3arpyxaemib? [Togymail, mpexae 4eM uTo-To
OITyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecau ThI roBopuiib € JOAbMH, KOTOPBIX HC 3HACIIb, HC I/ICHOJ'IB3yI71 CBOC pCAJIbHOC UM
" IPYT'YIO JINYHYIO I/IH(I)OpMaI_II/II/IZ UM, MECTO JKHUTCIILCTBA, MCCTO y‘-ICGBI " [Ipouce;

5. U36eraii pazmemenus dotorpaduii B IHTepHETE, Tie ThI M300pakeH HA MECTHOCTH, T10
KOTOPOH MOXKHO OTIPEICTNTh TBOE€ MECTOIIOIOKEHHE;

6. Ilpu peructpaiuu B COIHMAIBLHON CETH HEOOXOIMMO HCIIOJIb30BATh CIIOXKHBIE MapOJIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. s conuanbHOM CETH, MOYTHl U APYTHX CAMTOB HEOOXOJMMO HCIIOJIB30BaTh pa3HbIC
naponu. Toraa ecnu Te0s1 B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU MOIYy4YaT OCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE cpasy.



JJIeKTPOHHBbIE IeHbI U

DNEeKTPOHHBIC JEHBIW - ATO OYCHb YJAOOHBIH CIOCOO IIaTex e, OJHAKO CYIIECTBYIOT
MOIICHHUKU, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHbIU.

9J'IGKTpOHHBI€ JCHBI'M IIOABHJIIMCHh COBCEM HEAABHO W HMMCEHHO H3-3a O3TOrO BO MHOI'HX
rocyaapCTBax A0 CUX IMOP HEC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, /1€ UX Pa3JIesioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHUMHBIE. Pa3HUIla B TOM, YTO AHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HASHTH(PHKAIUW MOJb30BaTes, a B
HEAHOHUMHBIX UACHTU(UKALIMS TT0JIH30BATENS ABISETCS 00s13aTEIbHOM.

Taxke ciemyer pa3nuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIH (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbI TOCYJAapPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C OJICKTPOHHBIMH ACHbBI'aMMU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yIOOHBIH M OBICTPBINA CIIOCOO
BOCCTAaHOBUTH JOCTYN K cyery. l[lpuBsizaHHBI TenedoH MOMOXET, eciu 3alyaems CBOM
IUIATEKHBIA NApOJIb WJIM 3aii/iellb Ha CaliT ¢ HE3HAKOMOT'0 YCTPONCTBa;

2. Vcnonws3yi ogHopasoBbie napoiu. [locie nepexoia Ha yCUICGHHYIO aBTOPHU3AINIO TeOe
yKe He Oy/IeT yrpoaTh OIMACHOCTh KPaXKU WJIH TIepeXBaTa MIaTeKHOTO Mapois;

3. Boibepu cnoxubiif mapoins. [IpectynHukam 0yaeT He IPOCTO yraaaTh CIOKHBINA MapoJb.
Hanexubie maposiu - 3TO mapoyiv, KOTOPbIE COJEPKAaT HE MEHEe 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE U TPOMUCHBbIE OYKBBHI, IU(PHI U HECKOIHKO CHMBOJIOB, TaKH€ KaK 3HAK J0Japa,
¢byHTa, BOCKJIMIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.
DJIeKTPOHHAA MOYTA

DneKTpOHHAas MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsiEMbIE €10 YCIYTU IO MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIBIOTEPHOW CETH.
OO06bIuHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TOJIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme IepeJaud IpOCTOro TEeKCTa, HUMeeTcs
BO3MOXKHOCTb MepeaaBaTh (paisbl.

OcHOBHBIE COBETHI 110 06€301acHoi paboTe ¢ INMEKTPOHHON TOUYTOM:

1. Hamo BBIOpaTh MpaBWIIbHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrPOMHBINH BBIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle TOBEPATHh TE€M, KOTO 3HAellb U KTO MEPBBINA B
pEUTHHTE;

2. He yka3piBail B NMYHOM moute Nu4Hyr0 uMHpopmauuio. Hanpumep, mydme BbIOparth
"My3bIKabHbIN _(paHaT@" win "pokx2013" Bmecto "temal3";

3. Hcnonb3yil ABYX3TAMHYIO aBTOPHU3ALMIO. JTO KOrJa MOMUMO MAapoJisi HY)KHO BBOJUTH
KO/, IpUChIIaeMblil mo SMS;

4. BeiOepu CcHOXHBIA Tapodib. JIJIsi Ka)XAaoro MOYTOBOTO SIUKA OJDKEH OBITh CBOM
HaJIe’KHbI, YCTOMYUBBIN K B3JIOMY MTapOJIb;



5. Ecin ecTh BO3MOKHOCTh HamucaTh CAMOMY CBOW JIMYHBIA BOMPOC, MCHOJIB3YH 3TY
BO3MO>KHOCTb;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIMKOB. llepBbI 11 4YacTHOM HEpEenucKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEps€UIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONB30BaTh IPU
peructpanuu Ha popymax u caiTax;

7. He oTkpbiBail (haiisibl U Ipyrue BIOXKEHHUS B MHCbMaX, Aa)Ke €CJIM OHU MPUIIUIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3T (aiiibl;

8. [Tocie okoHyaHusi pabOTHI HA TIOYTOBOM CEPBUCE MEPe]] 3aKPHITHEM BKIIAJIKH C CAWTOM
He 320y HaXKaTh Ha "BeridTu".

Knﬁepﬁymmﬂr NUJIH BUPTYAJbHOC U3A€BATECJILCTBO

KubepOymnuHr - npecieoBaHue COOOLMICHUSIMH, COJIEPKAIUMEI OCKOPOJICHHUS, arpeccHro,
3allyTHBaHKe; XYJIUTAaHCTBO; COLMAIBLHOEC OOMKOTHPOBAHHE C MOMOIIBIO PA3IHYHBIX HHTCPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B 60ii. Jlydammmii crmoco0: TOCOBETOBATHCS KaK ceOst BECTH U, €CITM HET TOTO,
K KOMY MOXHO 06paTI/ITI)C$[, TO BHa4aJI€ YCIIOKOUTLHCA. Ecin TH HayHemms OTBEYaTh
OCKOPOJICHUSAMH Ha OCKOPOJICHHSI, TO TOJBKO eIiie OOJIbIIe Pa30kKKellb KOHMIHUKT;

2. Ypasinsdii cBoeil kubeppenyTaiumei;

3. AHOHUMHOCTh B ceTd MHHUMas. CyIIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
AQHOHMMHBIM AKKayHTOM;

4. He crouT BecTH XyJUTaHCKUM 00pa3 BUPTyaslbHOM XU3HU. VIHTEpHET (uKcupyer Bce
TBOU JICHCTBUS U COXPAHACT UX. Y NTAIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHUuYHBIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHHUS JIyyllle
UrHOpHpoBaTh. OOBIUHO arpeccusi MpeKpalaeTcst Ha Ha4aJIbHOM CTaauy;

7. ban arpeccopa. B nporpammax 0o0MEHAa MTHOBEHHBIMH COO6H.[€HI/I}IMI/I, B COIIMAJIbHBIX
CETAX €CTh BO3MOXKHOCTD 6J'IOKI/IpOBKI/I OTIIPpaBKU COO6I.I.[CHPII>1 C OIIPECACIICHHBIX aAPECOB;

8. Ecim Tl cBuzmerens kuOepOysuuHra. TBOM J€MCTBHS: BBICTYNUTh MPOTHB
npecieoBaTens, MokKa3aTh €My, YTO €ro JACHCTBHS OLEHUBAIOTCS HETaTUBHO, MOJJEP’KaTh
KEpPTBY, KOTOPOM HYXKHA IICHXOJOrMYecKas IIOMOIb, COOOIIUTh B3pOCIBIM O (QakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOnbHbIi Tes1eoH

CoBpemenHble cMapT(HOHBI U MJIAHILETHI coiepKaT B ceOe BIIOIHE B3pOCIbld (DyHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMM KoMIbioTepaMu. OJHAKO, CPEACTB
3alUTHI JIJIs1 TOJIOOHBIX YCTPOMCTB MOKa O4YE€Hb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEW B
HUX TNPOMCXOJUT HE TaKk MHTEHCUBHO, Kak ans [IK, To ke camoe kacaercs M MOOMIIBHBIX
MIPUITOKEHU .

CoBpeMeHHbIE MOOWJIBHBIE Opay3ephbl YK€ MPAaKTHYECKH OTHAIH HACTOJBHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a CO000 OONBIIYI0 CIOKHOCTh W MEHBIIYIO



3alIMIICHHOCTD.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOIIUE KPUTHYECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHMILHOTO TeJ'Ie(bOHaZ

Hudero He sBisgercs [MO-HAaCTOAICMY OecIuIaTHBIM. By,I[B OCTOPOXXEH, BEAb KOI'da Tebe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKHUEC-TO INIaTHBIC YCIIYTU,

Hymaii, mpexxae yem oTnpaBuTh SMS, poTo mnu Buaeo. Tel TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6x0a1Mo 0OHOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1711 MOOHMIIBHBIX TeNIE(OHOB;

He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHU MOI'YT COACPIKATH
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro kKak THI BBIAACHIH C caiiTa, TZie BBOAWI JHYHYIO WH(POpPMALHWIO, 3alau B
HACTpOIKK Opay3epa u ynanu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ, KaKHC IVIATHBIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCECPCE,

JaBaii cBoif HOMep MOOUIBLHOTO TenedoHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth gomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MoOyb3yenibcs. He 3a0biBaii nHOTIA
MIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAHH-UTPBI - 3TO KpPAacOUYHBbIE, 3aXBaTbIBAIOLIUE DPA3BJICUCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK 10 BceMy Mupy. Urpoku ucciaenyroT JaHHBI UM MHP,
00IIaI0TCS IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTcs ¢ MOHCTPaMM U TOJY4YaroT OIBIT.
3a YIOBOJIbCTBHE OHHU ILIATAT: MOKYMNAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WIN NPHOOPETAIOT
KAaKUe-TO OILHUH.

Bce atu cpenctBa uIyT Ha TOAAEpKAHME M DPA3BUTHE UIPHL, a TaKkKe Ha caMy
0€30MacCHOCTh: COBEPIIECHCTBYIOTCS CHCTEMbl AaBTOPH3AI[MHM, BBIMYCKAIOTCSI HOBBIE MAaTYU
(un¢poBbIe 3aIIATKU AJISE IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUIrpax CTOUT OIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaxXu
TBOCTO MMapoJid, Ha KOTOPOM OCHOBAaHAa CUCTEMA aBTOPU3AlIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeneT cedsi TUIOXO WM CO3/1aeT Te0e HEeNPHUSITHOCTH, 3a0JI0OKUpYH
€r0 B CITUCKE HTPOKOB;

2. Homanyﬁca AAMUHHUCTpATOPAaM UI'PBI HA IJIOXOC IMMOBCACHUEC 3TOI'0 UI'POKaA, KCIATCILHO
IMMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3wiBaii inunyro nH(popmaruio B mpodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTDE;



5. He ycranaBnuBaii HeoduMaabHbIE TATYA U MOJIBI;
6. Mcnonb3yii cokKHbIE U pa3HbIE MAPOJIH;

7. Jlaxke BO BpemMs WIPBl HE CTOMT OTKJIIOYAaThb aHTUBHpYyC. lIoka Thl Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OObIuHOW Kpaxkei JeHer M JOKYMEHTOB CErOJHsS YK€ HHKOrO0 HE YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHH 3JIOYMBIIUICHHUKA TEPEMECTWINCh B  HHTEPHET, W
MPOJIOIDKAIOT 3aHUMATHCS ""TFOOUMBIM" IETTOM.

Tak mosBMIIach HOBasi yrpo3a: MHTEPHET-MOLIEHHHYECTBA WIM (DUIIMHT, TJIaBHAs IIEJb
KOTOPOTO COCTOHMT B IOJYYCHUH KOH(PUICHIHMAIbHBIX JAHHBIX IOJb30BaTeNeH - JIOTHHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummnar (ot fishing - peiOHas oBis,
password - mapoJis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIMHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Eciu ThI OZ03peBaciiib, 4TO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKHPOBATH €€ M COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. HCHOHBSYﬁ Oe30macHbIe Be6-caﬁTH, B TOM YHCIJIC, HHTCPHCT-MAra3MHOB W ITIOMCKOBBIX
CHUCTEM,

3. Wcnonb3yil ClIOXKHBIE U pa3Hble Mapoiu. Takum oOpa3zoM, ecnu TeOsS B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Ecnu Tebst B3JIOMaJid, TO HEOOXOIUMO TPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
00aBJIEHBI Y T€0SI B PY3bSAX, O TOM, YTO T€OS B3IOMAJIA M, BO3MOXHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIH napoas (PIN) Ha MoOunbHBIHN TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJs B Opaysepe;

7. He oTkpbIBail (haiisiel U Ipyrue BIOKEHHUS B MHCbMaX, AaXK€ €CIIM OHU MPUIIUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JIU OHU TeOe 3TH (haiiibl.

Hudposas penyranus

[udposas penyramus - 3TO HeraTHUBHas WM MO3UTHBHas MH(OpMAaIMs B ceTH o Telbe.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThcsi Ha TBOEW peanbHOW ku3HU. "Lludposas pemyramus” - 370 TBOH UMUK, KOTOPBIH
dbopmupyetcs u3 nHGopMaIuu 0 Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘-IeGBI, TBOC (pI/IHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTHU XapaKkTepa u
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CETH.

MHor#e MOIPOCTKH JISTKOMBICIIEHHO OTHOCSTCS K IMyONHMKAalWW JIMYHONH WH(OpMAIUN B
WNuTtepHeTe, He TOHMMAasi BO3MOXKHBIX MOCIEACTBUHA. ThI Jake HE CMOJKEIIb JOTAAaThCS O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ald, CTaja MPUUYMHON O0TKa3a IPUHATH TeOs Ha paboTy.

KommenTapun, pazmenienue TBoux (ororpaduii U Apyrue ACHCTBUAS MOTYT HE HCUE3HYTh



JaKe MOCJIe TOTO, KaK Thl UX yJAIHIIb. Thl HE 3HACIIH, KTO COXPAHWII 3Ty WH(POPMAIIHIO, TToTaia
JU OHA B IOHMCKOBBIE CHCTEMbl M COXpAHWJACh JIM OHA, a TJIaBHOE: YTO MOAYMalOT O Tebe
OKPYKAIOIIHNE JIFOJIU, KOTOPhIE HAWIYT W YBHIAT 3T0. HailTu wHPOpMAIHIO MHOTO JIET CITYCTS
CMOJET JII000H - Kak M3 J0OpBhIX MOOYKICHHM, TaKk U C HaMEPEHHEM MPUYUHUTH Bpea. JTO
MOJKET OBITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTaLINU:

1. Tlomymaii, mpekae 4eM YTO-TO ITyOJMKOBaTh W IepeiaBaTh y ceds B Ojore wiu B
COIIMAIbHOM CETH,

2. B Hactpoiikax npoduiiss yCTaHOBH OTpaHHYCHHsI HA IMPOCMOTP TBOETO MPOQHUIS U €ro
COAEP)KUMOTO, CIeai ero TOJbKO "1 apy3en";

3. He pasmemiaii u He yka3wiBail WH()OPMAILHIO, KOTOpPAsk MOXET KOro-TMOO OCKOPOJISATH
WU OOMIKaTh.

ABTOpCKOE NpaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTENN IU(poBOro npocrpaHcrsa. OgHaKo
JIAJIEeKO HE BCE 3HAIOT, YTO IOJIb30BAaHUE MHOTHMHU BO3MOXKHOCTSIMH IH(POBOTO MHpa Tpedyer
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "WHTEUIEKTyalbHasi COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAauMHas C HOBBIX M300pETEHMI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha NpPOAYKTHl W YCIyrd, M 3aKaHuMBasg KHUramu, QortorpadusimMu, KUHOQUIBMaMU U
MY3bIKaJIbHBIMHU IPOU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEJUIEKTYyaJlbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHUS
HayKH, JIMTEPATYPbI U UCKyCCTBA. ABTOPCKHUE ITpaBa BBICTYNAIOT B KAUE€CTBE rapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyneT HampacHbBIM, JAAacT €My CIIpaBeIUBbIE
BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTaxX CBOEro TpyZa, HOJYYUTh U3BECTHOCTb U NMPHU3HAHUE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €r0 IPOU3BEIEHUE, PACTIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B MPOKaT, MyOJIUYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIOJIHATE B AUpe WiK pazMeniats B IHTepHeTe.

Hcnonb3oBanue "MUpaTckoro" MporpaMMHOIO OOECTIeYeHUs MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOUM aKKayHTaM J0 OJOKMpPOBKHM TBOETrO YCTPOWCTBa, TIJie
yCTaHOBJIEHA HeJleranbHas mporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYILECTBYIOT JI€TalIbHbIE
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJjue

CereBnuok.p¢ - TBOH TJaBHBI COBETYMK B CETH. 37eCh Tbl MOXeEIIb Y3HaTb O
0€30MacHOCTH B CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPU BO3HUKHOBEHHM KPUTHUYECKOM
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKKe MPHUHATh y4acTHE B KOHKYpCaxX M CTaTh CaMbIM
U (POBBIM TpakTaHUHOM !



